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Abstract: Aiming at the problem that the federated learning system was extremely vulnerable to membership inference
attacks initiated by malicious parties in the prediction stage, and the existing defense methods were difficult to achieve a
balance between privacy protection and model loss. Membership inference attacks and their defense methods were ex-
plored in the context of federated learning. Firstly, two membership inference attack methods called class-level attack and
user-level attack based on generative adversarial network (GAN) were proposed, where the former was aimed at leaking
the training data privacy of all participants, while the latter could specify a specific participant. In addition, a membership
inference defense method in federated learning based on adversarial sample (DefMIA) was further proposed, which could
effectively defend against membership inference attacks by designing adversarial sample noise addition methods for
global model parameters while ensuring the accuracy of federated learning. The experimental results show that class-level
and user-level membership inference attack can achieve over 90% attack accuracy in federated learning, while after using
the DefMIA method, their attack accuracy is significantly reduced, approaching random guessing (50%).
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FLR, b HARIBCHS 27 >3 15 B 1) 45 2K R ok
Yl ASCEAER U A R B S 9 B E) )RR R
FRE/N,  DUIA BIAS AR BCHS 2 ST R Y 73 2830 51
HE. ok, FORIEH PR RN, BEIAL )
BT s R CRPRIAREE ) AgeeAs. Fik, 4
WA

mind(s+n,s) 6)
argmax{/; +e;} =argmax{/,} @)
j B j :

e, 3(6) s B2 1A th 24 145 S 0 i e 45 2R
(IR B RLZ R AT REAN, s +n 91+ e L Wi e 8
JE G R (TR tH 245 R AR A AR DALR
AL PT A . AR SO y O HARIR AL T K
PRI EE R, OB A BN RAE, ]
Hl, e, Zmax{l, +e;}, B HLZIATKAFATEL

RN N

L, =max{0,max{lj+ej}—ly —ey} ®)
Jli#y

FETE RAA S B etk il 5, At il @ing
LU R
minL,, =L, +cL, +c,d )
AT E bR AR B R ER
1R N i s s A N O
CRIER ¢y, 8GR BRIER TR 2 SRR g S
)&, O T ORUERE RS BEREIH A2 2 NHRRE, R —
RO R I i 0 B A A 15 Mg 75 o 706 A2 2% 1t
34 RIREE
MR E MBS, IR1G 1 2 21 1R e 75 1)
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B (EANINMEFERY B, 25 R an AT e 75 A i 21 B
R RHIE . B E R BB AL R, AhAT]
S RE A R A I 7S (1) B0 AR ALE R I 25 s 0 HE B i
TR, WSS N ) AT AR IR A

0,/ g(s)-0.5/< g(s +r)—0.5

) €
mm(a’(s,s ™ ,l.OJ,jEHHg

Horp, e REMGEMBERRAIE, HTE6H7N
e 75 R RN o AR SCAE ) L1 YRk T & B bR B A5
W AR R . ERGEESRICE G LA, B
A0 DA — 5 AL 1) L P AR InORS L 226 58 ) R 7 R
TR R R HER 2 . T o) B Ak
AHIRRE, Bl T LASREG ZRId 78 b A [F] oA 1
SR, KRR N R R, B
BRI . DefMIA J7 kAR N 5% 1 Fros.

BA1 DefMIA J7ik

HIN  w,s,max

wWL s

I* AR 55 AR IAT*/

DAIEEAE w,

2) for iteration te(1,2,---,7)do

3) for client ke(1,2,---,K)do

4) W*, < ClientUpdate(k,W,)

5) W eaS Wk
No

p= (10)

6) end for

7) end for

BH W, I RE B P Y
BEHLAE LR S '

8) for i=0 to maxdo

9) if A(softmax(/))A(softmax(/ +e)) >0
10) mind(s+n,s)

11) min E(g(s +n;W)—0.5)
12) min L(f (x; W)

13) endif

14) end for

15) IR [AIEEFE p 58 gL iR 45 4
C&ReoIEil i Sitl

*Z 5753047/

1) for each local epoch e do

2) for batch b do
3) W, «W —yVW;b)

t+1 t

4) end for

5) end for
B A IS (e, w)

4 SCHUTEME

AATE N D T BRI RCE, AR5 PR
TR B T  FH  ZR DA HE B o A 7 A

THERIVERE -
4.1 BIREMIWKE
1) Hiflask

AR B GAR A E 3 AN RO
MNIST. Fashion MNIST (F-MNIST) #1 CIFAR-10
ReHEAT LI VEA .

MNIST £ — M FEEREFIEGEIRESE, H
60 000 M YNZEEHRE AT 10 000 MR B 4%, FL45
MET “0” B “9” () 10 ANH, HpEIREA
HORAR R K/NA 28%28 UK FIE,

F-MNIST & —/Mk$e 7 K0 B G E RS, H
60 000 M YNZEEHRE AT 10 000 MR B 4%, FL45
T #8F BE75 10 N2, HA AN 2
28 15 Fx28 B R IMKIEEERY,

CIFAR-10 #&—/M& 10 25, F£it 60 000 K%
B EREIRE (il HE. 9%, Hda
5 50000 FKINIZE G 10000 k0L B .
CIFAR-10 {4 &8 v 1) BRS8N AL 35N 3 b v A
N 32 B FE32 BRI =1EERA .

2) LW HE

AV ALmBHERSA 32 GB RAM H
NVIDIA Quadro P4000 GPU [Ifk 4528 Lizfr, Hak
{31454 Ubuntu 16.04 Linux, Python 3.6 T
Pytorch Al Tensorflow+Keras HEZ2 .

KPR R HEFE I L E . 7 3 B AR BN
—ANEEARM CNN BERE R HE LR . YIS
2R T 100 M350, K gAS 57
A 600 (CIFAIR-10 ##54E 28 500) N HEFEA,
A, BAZ5HLL 0.001 K= R4 10 4
epoch.

FH P 9 R A BRI L L - MINIST i 42 (14
LSBT 2 NMERER 2 NMNRAEE, B
IR/ E A 5%5, A2 ETTLL0.01 2 2] 29
25 30 > epoch; F-MNIST #4514 28 X 25 155 754 4]
[ 4 MEREM2 NMREE, BRI K/NN 3%3,
A2 577LL 0.000 1 2 2] 1%k 60 4~ epoch.
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BEAT T 400 MRS S @SR IR

BItFECE . HARBH 2 A 12 5 07 B4
WENSA, Hbh—ANSE57INRIGESE. &
M HITHAE 12000 MIZGFEA, LL0.01 FI2E2
RNk 10 /> epochs Ak, h T i — BRI DefMIA
TERIAG M, ¥ DefMIA J7iE# B4R T CNN
f) MIA (CNN- based MIA)®), (5% MIA ( White-box
MIA) U"2f1 GAN #4355 ) MIA (GAN-enhanced
MIA) POx 3 Bz i R AT B A 96 «
42 FURIEERRAENM

T PSR 2 2] R GAN 3T £d 1
SRR, AAES S5 A SEREEAET
HIEE AT GAN HEHR R AT oI, Ak
— M, SRR B SCHR[6)R STHR[31]H AR [F) 45 44
1) GAN MR HEAT HHE 3G SR VR4l 0 b, 3L, 2B
B AR K FE R 100 IIFEA, JRIEHEH N 28 B
Fx28 B, LA R MR AR 90%, A=
AT AR E FEA . 7F GAN HAIRCE B, A
SO H A H A RSP 3 SR A A5 B I A R B S 4R
DA 37 0 50l 2%, il B 2 3] 4 Jey S 2R A 1) A
Wrde b, 2B R es K AR i 5 R AR R A o AHAL I O
FEA. B S BRTARBIEEEAFEFRIRT
1) £ A 2

(a2) 3004

(a) MNIST#HE4E

(b2) 400% ‘
(b) F-MNIST4 i 6

(b3) E%ﬁ??li

(cl) 200%

(c2) 400%
(c) CIFAR-10% 44

K5 AFEEREAEAFB SR T A Bl R

(c3) FSEAEA

HE 5 AT, BEEIEAIHEAT, AERER ISR
AW AL, Az RGBS T . Bk, 7R
MNIST a5, L 21847 2 150 #0F, &
SR IR FEH T UL EI; GIIRS
S1IEAT ) 300 FEEF, A R AR S BT SR . ik
&b, 7E F-MNIST #1 CIFAR-10 $#24 b, T 925
KBRS /A BT 2 5, MBS 28 AT
F| 200 Ae0F, A Rew Al B — e R B
LI ) IB AT H) 400 R, A G R H S
INER S, FEALSE b5 RARE Ao ekt
43 ERBEHEMH

SR AR (1) T R P R R 2 AN TRk
i R RO MR IR RE R I, Jo, M
FEARER T Bk AERA =, 1 B 7 VA IR 7 5 R e
[ i, SEIRIEITE GAN B A AL 5 000 MAFE
A, FRE X L AR R ) D R AR D B 1R 1 )1
o R1ERTRERAMER L BRTE 3 AU

Kot g ErtkRe
R1 REMSHEBEREREE 3 MUERIRSE ML
Hiili sk Wi FEIEES F1 434
MNIST 0.976 0.884 0.94
F-MNIST 0.955 0.872 0.92
CIFAR-10 0.901 0.854 0.87
M 1 AR, SO ARG G B G Ty

VETE MNIST. F-MNIST 1 CIFAR-10 ¥4 L REf%
ST 0.9 MBGHREEE, HIEI25 7124 0.884.0.872
1 0.854, AL, i%%mFlﬁﬁﬁiﬁ%#Eé
JARRI A 2RRE ST, GREIR, (F 3 ANIEHEREAE
., F1 20800 Wik E] 0.94, 0.92 1 0.87, XEEHE
e Tk B Rz AR R RHEEERE 1, ST
2 MRS, CIFAR-10 I F1 20306 T %,
BTSSR RENE A B HH R AR, RISGEREEE KT 0.9,

Ak, ASCHGUE T MNIST #dE 45 N AR
(9 A= R R B0 HE B B0l D7 VE AR — 2R BT
Mgz, 58K 6(a)fin. HIGsREdE v 100 4
FEAIS, pl 2 HE BRI s v i R AR W AR T, %
PRI TRENUGE I 4358 EHE N 1000 MFEARRT,
P P I 1R 2 HERA 2R A5 BRI SE - (£ 0.817);
YRR A E 5 000 MEARSE, WEHEEE LT
2 0.972. dE—PH, N TIRBEAMIIGS LT B
I R 5, 7EARRIRIAHE epoch
BEHAT 7525, 5B uE 6(b)fis. 100 4 epoch [
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SRS IR AR ZR B A5 A, 78 il R HE B i 2
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DA o Horr, MNIST $ds b2 «3” fi) “4”
B R B, N 0.977; CIFAR-10 Hdi4E
RGN “37 BB AR R A, N 0.874, X
B ok, D7 B A o 7 SR AS R B E A 2 IR [ B,
22 BN AR FEAR SRR E R0 . #E DefMIA 75
HE, R HE R B /£ MNIST . F-MNIST A
CIFAR-10 F#a4E B~ Em R RN 0542,
0.515 F1 0.498, Z5R 1 TRENEI (0.5,
XA T DefMIA J7 04 2ot .
R3 TREIBIBET DefMIA FFH/5EMISLIG AR

% MNIST F-MNIST CIFAR-10

5 Before  DefMIA Before DefMIA Before  DefMIA
0 0.903 0.501 0.942 0.512 0.876 0.483
1 0961 0.506 0.922 0.502 0.889 0.491
2 0953 0.551 0.925 0.524 0.879 0.507
3 0977 0.575 0.921 0.504 0.874 0.498
4 0977 0.597 0.953 0.533 0.901 0.503
5 0.896 0.546 0.932 0.517 0.877 0.488
6 0.923 0.549 0.897 0.503 0.894 0.502
7 0.924 0.535 0.933 0.513 0.886 0.514
8 0.923 0.529 0.967 0.539 0.882 0.489
9 0921 0.535 0.929 0.507 0.906 0.504

IbAh, SEEGHE—P VG T DefMIA TR ]
A [ ol 5 A B 0 R R IR RE R I, N
CNN-based MIAP! | White-box MIA!' Fi
GAN-enhanced MIAPY, 1, CNN-based MIA A
HL#S 2 2] v g AR ) 28 AR R ik, HoR A
WPBAMEEE R ERANE—SENEAET
J& T 1A I 25 B4R & . White-box MIA Al
GAN-enhanced MIA NEMXTECFS2E 5 TR A&
R HERE SRR, FEAE ARG R (S
. ghk. rRIRIGEREE) DLS I I o A Mo A
K Hbr. B 8 4 T AR T DefMIA J7i%4 ()
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PR o 7 VERE 3 AN SRR 45 b 0 Tk v R
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5 B DA s Mo B AR 0 H A, 3R AR T8¢
ST HERA S . {HAE DefMIA J535 T, ik 3 Fg
R IHERE RN 0.508~0.602, FEHER T A
i DefMIA 752808 20 BE AR BU v 2 . b 4h,
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04F
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= 04l
0.2}
0
CNN-based ~ White-box GAN-enhanced  BfiHLAE I
MIA MIA MIA
(b) F-MNIST## 54
1.0
— o Beakihs 2
0.8 ] I B AR
% —
4'45 0.6
=
04F
0.2F
0
CNN-based ~ White-box GAN-enhanced  BfiAILAE M

MIA MIA MIA
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PR T IR 5 v 0 besEat g . AR 4 ] B
i, AT DeftMIA ik T B aFrtERER
B, PR N 0.566, F 1, £ White-box MIA
Bt 5, BT Nirvana SyEXTARZE 4% BA T
SRIZ AR S, BT EACR e, X F] 0.556. 1M
7E GAN-enhanced MIA ', DefMIA FHE T HAth 2 Ff
Bt vk R A R M ae 1, EEERAE T
DefMIA H [0 75 Az Bl B3 T DUER XS [R5 O R Bk
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75 JA R b SEh 45
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CNN-based MIA 0.657 0.527 0.517
White-box MIA 0.698 0.556 0.586
GAN-enhanced MIA 0.753 0.684 0.594
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